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Disclaimer

Disclaimerc Nov 2009

This document reflects certain views of the author, who is a member of the Asia Risk Management
/| NBRAG 5SLI NIYSYd 2F b2YdzN} LYUOGSNYIlFGA2yLFE o
contained herein are subject to change without notice and may differ from, or be inconsistent with, t
views of NIHK and other NIHK personnel. The document does not constitute an offer to buy or sell
securities. Neither this report nor the information contained herein should be relied upon in
substitution for the exercise of independent judgment. This document is intended for your referenc
only and may not be provided to other persons without the prior written consent of NIHK
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2009¢ a year of celebration : 0Anniversary of ORM and the 1st Anniversary of the Financial Cri

Year Major event
1999 |- |Consultation paper outlines initial operational risk capital charge plans

2000 |-|OpVaR implemented

- |Gold database launched

- |Japan's regulators publish 'Measuring operational risk in Japanese major banks'

2001 |-[11-Sep

-|BCBS publishes "Working paper on the regulatory treatment of operational risk’
2002 |- |Allied Irish Bank suffers a $700 million loss at the hands of trader John Rusnak

- |[Enron/\Worldcom scandals

-| The American Bankers Association and ORX data consortia are founded

2003 |-|BCBS publishes 'Sound practices for the management and supervision of op risk'
- |Basel Committee publishes 'Op risk transfer across financial sectors'

2004 |- [Mational Australia Bank uncovers foreign exchange rogue trader

- |BCES publishes 'Principles for the home-host recognition of AMA op risk capital’
-|BCBS publishes the finished Basel Il document, three years late

2005 |- [Regulators announce new timetable for Basel Il in the US

-|BCES publishes paper outlining treatment of expected losses under the advanced measurement approach
2006 |-[BCEBS publishes 'Enhancing corporate governance for banking organisations'

- UK regulator publishes industry feedback on banks' op risk frameworks

-|BCBS publishes paper on range of AMA practices at banks globally

2007 |- |Fed cites subprime op risk

- |[Further UK regulatory site visits prompt request for improved op risk frameworks

-|The UK regulator publishes highly respected paper on op risk appetite

- |Paper finalises home-host principles and capital allocation mechanisms

- |CBRC: @k iT# {E RS EHIE5]

2008 |- [The Senior Supervisors Group releases analysis of risk management failings

-|Rogue trader .Jerome Kerviel caused a $7.14 hillion loss via futures trading
-|BCBS launches global op risk data project to further refine op risk Pillar |

- |Lehman Brothers fails, kicking off global economic and risk management crisis.
2009 |- |Proposed enhancements for Basel ll are published in wake of financial crisis
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Agenda

Role of operational risk management in the Financial Crisis

Understanding what the industry is thinking on the development of
operational risk management on the way of recovery

How to strengthen and embed operational risk management into business
practices

What is the next action on operational risk management
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Remember it ?....... role of poor ORM in Financial Tsunami

A Operational failures behind the current financial tsunami and recent instances of trading
scandals prompt the importance of operational risk management.

A The blow could be partly attributed to poor operational risk process which is found in

Ref Poor operational risk process Basel Il event categories Casual
categories
1 |Poor corporate governance N/A Organisation risk
2 [Inadequate understanding of the complex |Clients, products & business Processing risk
products practices
3 [Improper management of various Execution, delivery and process Processing risk
disciplines of risks management
4 [Mis-selling of complicated products to Clients, products & business Processing risk
investors practices
5 [Inadequate risk disclosures Clients, products & business Processing risk
practices
6 [Inability to give a fair valuation for illiquid  |Execution, delivery and process Processing risk
products management
7 |Unacceptable bonus culture Employment practices and People risk
workplace safety
8 [Conflict role of credit rating agency Execution, delivery and process External risk
management

It is a time for us to rethink our path and learn this valuable lesson which might only happen
once in a lifetime.

A A A I T -

2“ The Hong Kong Institute of Bankers’




HKIB Annual Hong Kong Banking Conference

"bo , fo
VIO U LTIC \JIVDU ICLUVOT Y w I UULC YICO JUI

(J1E€

K

Changes "t-o risk management philosophy going forward

CBOE Volatility Index (VIX) Since 19390

o0 WGZ $230m UAT
BankBoston Enron
$73m frauvd $2.2 AIE Allfirst $691m UAT
40 imion & = —~
o u
1 . ; Hamilton Bank $130m fraud
= Codelco $170m UAT
o
= — SocGen $7.2b
= e Kidder Peabody/ T S
p— J. Jott $350m UAT . !
8 ' Barings $1.3 billion . oty a3 ARATH
o UAT .
= =20 3 lag be ——
o . 4
Q and discovery
= 10
o

1/2/90 12/31/91 12/29/93 12/28/95 12/26/97 12/29/99 1/4/02 1/7/04 1/9/06 1/11/08

Implications:

A Broadening the discussion of risk issues

A Providing for more qualitative input on tops of quantitative risk modelling

A Increasing the focus of business lines on risk adjusted earning rather than short term revenues
A Casting risk management as a business enabler rather than a loss avoidance tool

A Provision of incentive structures to better align them with fiskard outcomes

Source: The Risk Management Paradox , Mar 09 and Algo First
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An ORM observation of the current marketplace

Less crowded space but still very
competitivein market

Trading ordersurge in a narrow
timeline that is unexpected

Client driven, less proprietary

trading
Execution and underwritinfpcus

Demand for distinct angrivileged
research information
Stick totraditional and prudent

product
Servicingpecomes very time
critical

More transparencyon pricing and
risk disclosure

> > I>» I>» I > D>
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Client suitabilityconsideration

Credit spreadeturns to normal level
Counteroffer to retain talented staff

who want to go

Disruption bymusical chairs
wS3dzf F 12NDRA OASge A
Political pressure & deviation from
commercial principlefespecially on the
firms on baHout]

Risk management is given more
attention -> marketing tool

Severe debate and different treatment
on compensation

t NEOA2dzaf &
given more respect

Ady2NBR
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What are the recent risk vulnerabilities?

A Internal factors A Internal governance

i Inability to handleéncreasing volume A Risk of going back momplacency and
with existing capacity A risk excessive taking

i New business/product A External factors

. - A Delay of discovery of

I Eat finger , :

i Staff attriti rogue/unauthorised trading

| a4 r' on A Adjustment tonew accounting

I Lack of investment on controls standards

I Retention of knowledgewk to A Change ofeqgulation
restructuring A Readiness fomajor market

i Clearance of backlagspecially on trade ~ adjustment or Wshape adjustments
confirmations for OTC A Retreat of quantitative easing

~

A Prepare fomext bubble burst
(i.e.property, currency, commodity)
A Business resilience

I Service/product misselling

I Inadequate due diligence on
counterpartyc e.g. hedge fund

e ® w6 2 of
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Samples of major prominent operational risk events

Retail and Corporate Banking Severty [ Asset Management/Hedge Fund Severty
Customer fraud - Manager fraud Tal
Inadequate KYCIAML Operations
Staff frau - Wrong Setflement Hig

(Global MarketWealth Management Department - Incorrect static data Hig
Improper business practice - Enorsin collateral and margin payments Hig
Misselling of products and inadequate disclosure = Incorrect reporting to clients Hig
Breach of fiduciary duties - Inadequate customer documentation Hig
Incormect trade execution - Non-adherence to policies and procedures Hig
Incorrect trade hooking Technology
Incorrect model set-up - Improper system design and inadequate system Solution delivery ~ High

- Unauthorised trading - System outages High

Investment Banking/Merchant Banking - Business disruption event Tal
Inadequate due lligence = Information Security incicents High
Insider trading
Leakage of sensiive information

h
N
h
h
N
h
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Samples of major prominent operational risk events

Human Resources Severity [ Risk Management Severity
Employment refated issues Incorrect parameter info risk model High
Incorrect payroll Incorrect model design Tal

Legal & Compliance Breach of risk imits Tal
Litigation Cororate Semvices/Corporate Securty
Fine and discipling actions by the govermment
Breach of regulation
Violation of interal polcies

Theft of and damage to physical assets High
Accidents and injury High
Corporate security Incidents High
Client complaint
Controller
Significant accounting adjustment
Wrong payment of office expenses
Pricing and valuation erors
Incorrect financial retum to regulator and

y gm%ﬁi@ﬁﬁ%e
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ORM model

Expected :  Unexpected
Loss ©  Loss

Controlselfassessment

Scenario Analysis

Risk mitigation

Business continuity management

Economic capital

Insurance
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CauseEventimpact analytical model

Events

1. Clients Products Business
Cause Practices Impact

EZF . e REAAT A KRR EREL

1. Processing 1. Financial Loss

2. Execution, Delivery & Process

Mgmt.
2. System AT~ CEI AT ERIR 2. Loss of Client
3. External Fraud
3. Tangible assets FRELHFTEAT N 3. Legal and
Regulatory
4. Internal Fraud Fines

4. Legal P TR VEAT 0

4. Reputational

5. Business Disruption & System | oss

Failures

5. Regulatory

6. People BT EEREETmE

5. Life Safety

6. Damage to Physical Assets

BEANEHTEEEESRE

7. Employment Practice &
Workplace Safety

EEeR TR m R A EHir
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Challenges on ORM

Not close to heart of the business
Tail events are not ofteand long

time for another round of crisis @

A Difficultto show the rewardsn A Inadequate knowledgen new
operational risk product/services/client demands

A Difficult tomanage operational risk A Ditferent perceptioron the function
A tolerate and give up and value of ORM by different

A Inadequate datdrom different levels A stakehplders and Top Management
of oraanization A There is n@oOmMMON consensus on

A J _ the practiceand is very immature as
Remote qeoqrgphlcal coverage compared to market and credit risk

A Lack ofautomation A Lack ofperational risk quantification

A Unclearmandate tools

A

A
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Opportunity window

Risk management ot the focus of cost cutting
Senior managemens more concerned on the risks

14

High attention from theaegulators

Business managemehts opened a little window for dialogue after meeting
the budget line

General staffire more aware about operational risk from TV I.e. the
scandals of Soc Gen, Madoff, Stanford ..... But.......

Credit agencwlso interest now
More industrial discussion

Academidas ideas on the enrichment the syllabus on ORdducation for
teenagers who will join our industry

More ORM positionare offered in Asset Management, Insurance, listed
companies and multinational conglomerates

A A A I T -
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Potential pitfalls and workable solutions

Ref Type

Pitfalls

Solutions

1 |Data Lack of quality data Define data requirements, identify data owners and facilitate
flow of good data
2 |Deliverables |Inadequate understanding on Conduct scenario analysis and refer to external incidents for
the risks of the business lesson learnt
activities
3 |Framework Lack of senior management Present the business case and enable management option
sponsorship
4 |Framework Fail to meet regulatory Perform gap analysis and review the reports of the regulators
requirements
5 |Framework ORM framework and Fine-tune the ORM activities to map to the business strategies
programme not aligned to and objectives
business objectives
6 |[Framework Inappropriate design of ORM Validate the ORM function periodically and benchmarking to
function industrial practice
7 |People Lack of talented OR Managers Transfer of experienced managers from business and control
function, use external consultants during the interim period
8 |People Poor engagement of the Adopt top down approach but have regular contact with
business and support units different levels of management and staff, align ORM reporting
to the reporting hierarchy
9 |People Overlapping with other control |Have open discussion to co-ordinate the objectives, the
functions e.g. Compliance, programme and deliverables among the control stakeholders
Internal Audit, SOXA
10 |System Lack of robust automation tools | Get the work done through manual work done first and develop

tactical and strategic solution, consider to implement the
systems in a phase approach

2mWre  TITw
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Agenda

Role of operational risk management in the Financial Crisis

Understanding what the industry is thinking on the development of
operational risk management on the way of recovery

How to strengthen and embed operational risk management into business
practices

What is the next action on operational risk management
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Risk Management Lessons from the Global Banking Crisis o Zn&i8)9

A {SYA2NI FAYIFIYOALIf &AdzLISNIBAaA2NB FNRY aS@Sy O2dzy
iIssued a report thagvaluates how weaknesses in risk management and internal controls contributed
to industry distress during the financial crisis

A Review in detail the funding and liquidity issues central to the recent crisis and exgplities areas
of risk management practice in need of improvement across the financial services industry.

A ¢KS NBLR2NI O2yOfdzRSa GKIFIG RS&ALIAGS FANNXAQ NBO
underlyingweaknesses in governance, incentive structures, information technology infrastructure an
internal controls require substantial work to address

Board Direction and Senior Management Oversight
Articulating Risk Appetite

Compensation Practices

Information Technology Infrastructure

Risk Aggregation and Concentration Identification
Stress Testing

Counterparty Risk Management
Valuation Practices and Loss Recognition
Operations and Market Infrastructure
Liquidity Risk Management Moderate

e ® w6 2 of
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10 steps to better risk management from a research report published by the

Hwnh e

o

10.

18

Economist Intelligence Unit, and sponsored by ACE, KPMG, SAP in Jun 0

Risk management must lggven greater authority
Senior executives mugad the risk management from the top
Institutions need to review thé&vel of risk appetitén their organisation

Pay more attention to thelata that populates risk modetnd must combine this output with
human judgments

Scenario analysis camm executives with an appropriate response to events

Incentive systemmust be constructed so that thegward long term stability not short term
profit

Risk factorshould be consolidated across all operations

A carefulbalance must be struck between the centralization anecdatralization of risks
Risk management system shoulddu#aptive rather than static

Remember the lesson learnt from the crisis whisiposes the shortcoming of a whole host of
risk technigues and we should work on to ensure the risk and control function in our
organisation will be more robust, authoritative and accountable in the future

e ® w6 2 of
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Top 5 areas of focus in the management of risks

Improvingdata quality and availability
Improvinggovernance of risk
Developingd T ANMR S ¢ | tbJisN? I OK

Embedding risk management within lines of business

a M w0 N PE

Better and more sophisticated analysis

]
[

A 4

Source: The Economist Intelligence Unit 2009

A A A I T -
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Agenda

Role of operational risk management in the Financial Crisis

Understanding what the industry is thinking on the development of
operational risk management on the way of recovery

How to strengthen and embed operational risk management into busines:
practices

What is the next action on operational risk management
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Roles and Responsibilities of ORM Team

Lead the overall development and implementation of operational risk governance framework

across the business, including the associated roles and responsibilities and reporting
structures.
Raise awareness operational risk through ongoing communication with the business areas.

Identify emerging operational risk tren@sross the business, external market changes, other

environmental changes and operational risks associated with new products, activities or
systems.
Monitor compliance with the operational risk management poapproved by the Executive

Committee and ensure exceptions are appropriately escalated and resolved.
Oversee and challenge the application of operational risk methodolotyieliding Risk and

control SefAssessment, Key Risk Indicators and Operational Risk event capture, within the
business as well as the related risk management reporting.

Develop, promote and maintain common methodolodi@sidentifying and assessing risk and
determining the adequacy and cost effectiveness of controls.

Develop, collate, monitor, analyse, challenge and report operational risk management
informationfor the Operational Risk Management Committee, Risk Management Committee,
Executive Committee and the Board

e ® w6 2 of
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Roles and Responsiblilities of Business

A Haveprimary responsibility for the dafp-day management and control of risks

A Implement the risk management strategies, policies and governance framewprioved
and ensureeffective and efficient systems of internal control

A Ensure risks of the busineaee identified, evaluated, monitored, controlled and reportied
accordance with the risk appetite, strategies and policies.

A Ensureadherence with the operational risk management policy and the effectiveness of the
systems of internal contitavithin their areas of the business and ensures exgeptionsare
appropriately reported and resolved.

A Approve morespecific risk tolerances, management strategies

A Ensurethat appropriateconsultationtakesplacewith the ORMfunction on all issuesnvolving
the operationalrisk managemenpolicy.

A Ensureresponsibilityand reporting relationshipsfor the managementof operationalrisk are
clearlyassigned

A Ensureall levelsof staff within their areasof the businessunderstandtheir operationalrisk
managementesponsibilities

A Ensurethat the necessaryresourcesare availableto managerisk effectively such staff are
appropriatelyskilledandresourceissuesare resolved

A Establisha strong control culture in which control activities are an integral part of their

businessactivities
AEE & B o2 R
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Focus of the audiences on ORM deliverables

Business Management |The control break point that will affect the deal/trading and
client servicing

Corporate Management |The impact on reputation to the firm and allocation of
resources to enhance the internal control

Risk Management The level of risk profile and impact to Economic Capital

Country Management  |The impact on potentail regulatory breach

SOXA Team Highlight of the effectiveness of control

Internal Auditor Hint for identifying high risk for audit planning
External Auditor Hint for assessment of the internal control

Regulator Hint for assessment of the management governance

A A A I T -

= 2“ The Hong Kong Institute of Bankers




HKIB Annual Hong Kong Banking Conference

Strategy of ORM

Key to the delivery of the strategy is the understanding that the ORM Framework must:

A Besimple, practical, achievable, and add valwith implementation irpartnership
with the business

A Fit culturallyinto the levels of risk awareness
A Reinforce the fact that management of operational liskhe responsibility of
A

everyone
C2a0GSNJ I YR &dzydriz B | I Swdiehtwvilzellawsindisidialsdand
businesses/functions to feel that they can report incidents without being adversely
affected

A The ORM Framework tools have bathalitative and guantitative aspectshich:

T Focus on bothnistorical and forwardooking information which therefore creates an
environment for better management of operational risk

I Avoids the complexity and lack of transpareticgt can occur with a purely quantitative
approach
I Avoids the reliance on purely subjective assessmemitsch make comparisons difficult

A A A I T -
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Value adding

A Linking to profit
T Link ORM activities to business
objectives

I Identify potential hurdles that
hinder competitiveness

I Improve efficiencies and save
costs

I Minimise the risks for pricing
I Lower economic capital charged
I Support product innovation

25

A Be the best player

> > > >

p)

Match with industrial standards

Provide a better image to clients, shareholder
and counterparties

wSRdzOS | dzZRA G 2 NBE k NB 3 d
Reduce potential lawsuits

Minimise chance of appearance in the news
headline

Ease the worries from Corporate Managemen
and Nonexecutive Directors

e ® w6 2 of
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Agenda

Role of operational risk management in the Financial Crisis

Understanding what the industry is thinking on the development of
operational risk management on the way of recovery

How to strengthen and embed operational risk management into busines
practices

What is the next action on operational risk management
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Operational risk appetite

Risk appetite describdhle types & degree of operational rigk
organization is willing to take on

LO NBTFSNE O 2attitudé towakds tisk'takingnd A 2 Y Q&
whether it is willing and able ttwlerate the extent of exposur®
operational risk

It is defined imquantitative or qualitative termsnd takes into
consideration risk tolerance (range of acceptable variation)
It should be something that should be used to:

Set up business objectives

Create business strategies

Conduct new business/product

Conduct dayto-day activities

Respond to changes

To To To o o

e ® w6 2 of
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Operational risk assessment for new
business/product/changes

A

29

Under the Sound Practices for the Management and Supervision of Operational Ri
issued by Basel in 2001, Banks should afsure that before new products,
activities, processes and systems are introduced or undertaken, the operational ris

inherent in them is subject to adequate assessment procedures.

There should be a process to carry out-aciive operational risk management so as
to:
I Decrease impact & likelihood of unexpected financial losses and legal claims
I Avoid reputational damage
I Improve servicing to client
I Strengthen the market share
I Support the realisation of business objectives

A A A I T -
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Operational Risk Heatmap

A Heat Map is amverview of the operational risk profilef Business and Support
function across all locations

A Its main purpose is to:

30

Provide asimple indication of High, Medium and Low (H/M/L) as&as for each
major Business and Support Functions in a country for monitoring and
comparison purpose.

Show amverall picture of operational risk by consolidating operational risk

elementswhich includes the following and facilitate the study of the correlation

of these elements

Operational Loss Database

Key Risk Indicators (KRI)

Results of Critical Operational Risk Register and Risk Self Control Assessment (RCS/
Internal Audit Findings

External Audit Management Letter Points

Other Risk assessment from ORM or other control stakeholders (Apart from Internal
Audit/ External Audit) and Regulators

To o o o o I

A A A I T -
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Critical operational risk register

A Background

Adverse impacwill be more apparent when the operational risk events arising from deficiencies in the
internal control process and external threats are detected.

In order to manage operational risks ip@p-active fashionwe should maintain Bbrary of open risks so
that we could prioritise and implement mitigating actions from strateqic perspective

This can demonstrate that there isy@chanism in placerhich is applied consistently andtransparent
manner to capture, analyse and reporting major operational risk items.

This could provide eoncise and clear picture on major operational risk for Top Management and Busir
Management to review.

A Methodology

31

This issourced from self assessment, observation by ORM, monthly positive confirmation, key risk indi
third party review and comments of senior management.

Focus should be put on thosisks which are regarded as crudiakthe Business and the Firm.

Controls against each risk should be identified and assessed

Residual risk valughould be assigned to each key risk taking into account the controls identified.

e ® w6 2 of
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Critical operational risk register

A Deliverables

32

Aworking templatewill be maintained which becomecmmon platform for the
continuous dialogue and risk monitoring between the Functional Units (i.e. Business and
Support Units) and ORM Team

The major risks identified could becorhey LJdz(i (2 GKS dzyAd & YI y
points for discussion in the departmental meeting.

Themain findingdrom the change of the Risk Register will be summarised ifviiwethly
ORM snapshot submitted to various committees and Top Management

Adetailed analysis on trend and underlying causal faatdirbe included in th&uarterly
ORM Report presented to various committees and Top Management

It will becomeinput to the Heat Mawhich is a consolidated summary showing the risk
level of individual Functional Unit.

It will contribute to the Global Top Tier Operational Risk Reqgigkech will be contributed
by other regions to visualise the major operational risks

A A A I T -
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Stress testing

A Definition and background

e _ A Objective
I Asimulationtechnique used on asset and liability A providingforward-looking assessmentsf
portfolios to determine theireactions to different risk:
financial situationsStress tests are also used to gauge A oyercoming limitation®f models and

how certain stressors will affect a company or industry. historical data:
They are usuallgomputergenerated simulation supporting internal and external
models that test hypothetical scenari@sivestopia) communication

I Astress test is commonly described as the evaluation A feeding into capitaind liquidity planning
of the financial position of a bank under a severe but procedures;

>

plausible scenarit assist in decision making within A informingthea SGGAY3I 2F | ©
0KS oFlyl® ¢KS G4SN aaliNBaa toelrcdiany 3¢ Aa | faz dza
refer not only to the mechanics of applying specific A facilitating thedevelopment of risk

individual tests, but also to theider environment mitigation or contingency plarscross a
within which the tests are developed, evaluated and range of

used within the decisiomaking proces¢Basel) A Evaluating the stressed conditions

I Alerts bank management to adverse unexpected
outcomes related to a variety of risks and provides an
indication of how mucltapital might be needed to
absorb losses should large shocks occur

T Supplements other risk management approaches and

m e aS u reS \&‘45 ‘Ns'”z/)% " .
P . T
,.%u "f The Hong Kong Institute of Bankers
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Common Scenarios

I Independent scenario A Historical scenarios (from internal
A Counterparty fraud database)
o A Insider trading
A Miselling of complex products A Major system breakdown
A Rogue trading A Staff layoff

A Regulatory sanction on business ~ /* Company scandal

A Collective employment litigation
A Collective client litigation
A Significant position mismarking

A Massive leakage of sensitive
firm/client information

A Major business disruption

A A A I T -
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Use testing

ACKS 9!'Qa /FLAGIE wSI[dzZANBYSYGa 5AN
NEFSNBYyOS G2 G4KS a!asS ¢Saidey
I TSA: The operational risk assessment systerst be closely integrated into the
risk management process of the credit institutidts output must be an integral
LI NI 2F GKS LINPOS3E43a 2F Y2VAUZNAY 3T |
operational riskorofile. (Annex X, Part 2, Section 4, Paragraph 17Db).

i lalY ¢KS ONBRA U opewtivriplviskdréaks2eynend systegh 8halN
be closely integrated into its dag-day risk management proceg®\nnex X, Part
3, Section 1.1, Paragraph 3).

. e ® w6 2 of
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Use testing

A Principles

Data integrity: complete, timely and accurate

Efficacy of calibration

Appropriate governance at all organization levels
Transparency and escalation of key issues and information
Clear accountability in remediation

Integrated into business and risk management

A Key elements

36

Policies and governance forums

Loss data, internal & external

Scenarios

Control environment measures

hiKSNBRY ! dzZRAG NBadzZ 6az YwLQasz SGO
Reporting = B B OB @
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Use testing

A Signs

Weak data integrity
Inadequate transparency and escalation

Uninformed / unengaged business managers

HKIB Annual Hong Kong Banking Conference

Lack of integration or linkage into business performance Measures

Unnatural limitations on effort

A Conclusions

37

Enormous progress and momentum
Challenges remain
Compliance vs. risk management

Avoid rationalizing short comings

AR N IR
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Proactive operational risk assessment
A Obijective

I To continuously act in proactive manner to assist the business unit and support functions
to assess and manage their operational risk

A Approach
I Identification of the prominent risk issues in changing business environment

I Finding out correlation among risk information and completion of specific risk assessmer
projects based on discussion and support from the business units

I Analysis of operational risk factors that drive to operational risk event

A Deliverables
I Operational risk factor review report
I Operational risk due diligence report
I Industry benchmarking analysis
I Convert the result into training

A A A I T -
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Recap on successful factors

Commitment and dedication

Competence and integrity

Strong business knowledge

Good business senses

Risk awarenesd Fortune telling

Strong analytical and ability to find correlation
Willing to get hands dirty

Willing to transfer knowledge and educate people
Patience and not easy to give up
Inter-personal skills

Charisma

Communication

To To Po To Do To o Do To Do Do o
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Translate technical operational risk data into policies, guidelines and reports

“What losses we “How well we think S “How weall we ars sctually  “What we can ssm bssed an
Sre encounfenng” S5 wWe are execuwfing” exscuiing  operafiing” intermal and exparience of ofhers™

Risk ewent
and loss
near-loss data

Infarmation &
Data Capture

r—
o B

=3

Ef Analysis and Insight

= = = "Can it happen here’ analysis » Soenano Analysis = Correlations

= Risk ndicator trend analysis = Benchmarking = Simulations & modsling

Y

el 1l

Cperational performance
improwverment

» Lowwer losses from

Risk mitigation and
transfer sirategy

= Insurance

mprovement

= Control envircnment —

108

Management
Reporting & Action

operatona risk = Other financial risk policy, process,
» Benchmarking initiatives transfer mechanisms onganization struchures, etc
= mprowe cperational = Dperatona’ and [T audits
efficsency Accounting Fmancial = Balance controls and
Reporting, HR, Payments, performancs

== ANL. Trading, Exceplicns

[ l I Core Operatons Systams I ;‘Ianlag-?:rnentﬁl_ Security
pphcations, eic

r——— J— J— — s -
[= ; = Reducs capiial charge

. N . = Financa impact analysis
§g ( Risk-based capstal calculation, ) . Regulatery & financial
=
S

l HAupdst, Compliance and Incidemnt Trackmg

adjustrment & allocation procsss regorting
= Link 1o shareholder value

our ce: Operational Ri sk Management: ,Three, Two, Oneél i
W/ O A i B .
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What is the profile of an ORM Manager?

Aligned with control stakeholders to employ enterprise-azdinated
efforts to manage operational risk

Providespecific, business sensible, customised operational intelligence in
different aspects of business cycles

Play proactive rolas an advisor to enable the business to enjoy saving
from reducing errors and minimising efficiencies

Promote awarenesef risk at all level

Develop a set of tools to driveeasurable and value based operational
Improvement decisionacross the business

Give comforto internal and external operational risk stakeholders

Do o o o T» Do

dARE B o®m o o
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perational Risk Compliance Cycl& revisit!

Sour ce: Operational Ri sk Management: ,Three, Two, Oneél i
R T I
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